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Cloning RFID 1k card Using Arduino and RC522 Card
Reader Module

Introductions:

Your Strategic Solulions Pravi

This RW RFID 1K card cloning card has a special function that we can
rewrite or copy the UID of the standard RFID card. What is UID? Basically UID
is the the first 4 bytes from 16 bytes in the sector 0 block 0 that available on all
RFID card. UID also known as the card Serial Number or Identity. With this
Cloning card we can duplicate the original RFID card by cloning/copy the

entire bytes from sector 0 block 0. **(Notes that Standard RW RFID card cannot modify
the UID sector 0 block 0)**

Diagram below shows the meaning of each bytes:-

Example Sector 0 Block 0 Data

02 33 54 3C 59 08 04 00 01 6F 01 6D 4568 F8 1D

0233543C |59 08 04 00 01 6F 016D 4568 F8 1D
BCC
TAG MANUFACTURER SPECIFIC
uiD Check
IDENTIFICATION | DATA
Sum
4-bytes 1-bytes | 3-bytes 8-bytes
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Objectives:

To copy the entire 16 bytes sector 0 block 0 data from Standard RW RFID card

to the Cloning card using Arduino and RC522 Card Reader Module.

Component Needed:
1. Arduino Uno (Mega and Nano compatible)
RFID-RC522 Card Reader Module
RFID 1k RW Standard card
RFID 1k RW cloning card

Breadboard

2

Few jumper wire

Procedures:

1. Connect the Arduino and the RFID-RC522 Card Reader Module based

on the picture and table given below:-

aoyay @
. o

Arduino | RC522
9 RST
10 SDA
11 MOSI
° 12 MISO
’ * 13 SCK
X URO 33V |33V
GND GND
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2. Download the provided library and Notepad++ application from the link
given below:-

> RC522 Library - https://codeload.github.com/miguelbalboal/rfid/zip/master

» Notepad++ - https://notepad-plus-plus.org/download/v7.6.2.html

3. Installing the RC522 Library into Arduino IDE. Open Arduino IDE
click on Sketch > Include Library > Add .ZIP Library.. Then, navigate and
select the library that has been downloaded before by clicking Open button.

2 Dumplnfo | Arduino 1.8.5
File Edit [Sketch| Tools Help

Verify/Compile Ctrl+R
Upload Ctrl+U
QL Upload Using Programmer  Ctrl+Shift+L
1 Export compiled Binary Ctrl+Alt+5
; # Show Sketch Folder Ctrl+K ! to read data from s E
g * Include Library ! &
5 Add File.. Manage Libraries... ne
£l *

Add ZIP Library... .

Arduino libraries

* When the Arduinoc and the MFRCS522 Bridge Bl

e B T4 R & 5

11| # then verify/compile and uplcad it EEPROM | =
Select a zip file or a folder containing the library you'd like to add ﬂ
Lookin: | \g. Downloads = i Al
L . Assignment
";'..} e D!—|T11_I|brar}r
Recent Items . Diode
.| GestureTest
. g LED
B w
Desktop L Mifare-M302-master
. Old
.. PcproxRFIDReader
E | L pdf
My Documents L PIC
W RES
i INE]
i
-~
cemier
m_ - - -
_h'— File name: !rﬁd—master.zip | 1
Metwark ; 5 z : i
Files thﬂ:'e: E_ZLP files or folders > C% Open celected file
I
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4. Navigate and open Dumplnfo.ino file in the Arduino IDE default
Library  (C:\Users\user\Documents\libraries\rfid-master\examples\Dumplnfo).

Connect the Arduino to the PC click on Verify and then Upload.

e
@Q.| . « Downloads » rfid-master » examples » Dumplnfo ™ | ‘f' ‘ Search Dumpinfo ,Dl
Organize v @ Open = Share with Bumn Mew folder g= = Ol @
¥ Favorites | MName : [ Date modified [ Type [ Size [
B Desktop |& Dumplnfo 12/20/2018 8:23 PM  Arduino file 48|

4 Downloads
%l Recent Places
4 i 2018 (User-pc)

. Libraries
@ Documents
J‘f Music
[E=| Pictures
B videos

m

% Homegroup

8 Computer
&, Local Disk (C2)
a Local Disk (D:)

€ Network i
w Dumplnfo Date modified: 12/29/2018 8:23 PM Date created: 1/8/2019 2:38 PM
Arduino file Size: 3.39 KB

2 Dumplnfo | Arduino 1.8.5
File Edit Sketch Tools Help

Dumplnfo

5. After complete uploading the program to the Arduino open the Serial
Monitor tab (by holding Ctrl + Shift + M) and put the Standard RW RFID 1k
card on the RC522 Card Reader Module to get the Serial 0 Block 0 data. Copy
the last one bytes and paste it temporary at Notepad or Word. Repeat the
same process with Clone RW RFID 1k Card to get the data.

& Dumplnfo | Arduino 1.8.5

File Edit Sketch Tools Help

Dumplinfo

i -
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Standard Card Reading

Clone Card Reading

'@ Ccom4

| [osend. ]

Scan PICC to see UID, SaK,

Firmware Version: 0xS%0 = v0.0

»

type, and data blocks...

m

Autoserol

Molneendng v | [9500baud v | [ Clear output

(@ com €5 com4
I |
Firmware Verszion: 0x92 = v2.0 Card UID: Bl 3D 53 3C
Scan PICC to see UID, SAK, type, and data blocks... Card SRE: 08
Card UID: 7D FF 01 10 PICC type: MIFRARE 1KB
Card SAK: 08 Sector Block L1 Es R S S T 8 S100rks 120313 1e0AT
PICC type: MIFARE 1KB 15 a3 00 00 OD 00 OO 00 FF ©7 80 69 FF FF FF FF FF FF
Sector Block 0o 1 2 3 4 5l o & 910 11 12 13 14 iS5 &2 00 00 OO OO OO 00 OO0 QO OO OO OO OO OO OO QO 00
15 a3 00 00 00 00 0O 00 FF 07 80 &9 FF FF FF FF FF FF 6l 00 00 OO OO 0O OO0 OO OO OO OO OO OO OO OO0 00 00
az 00 00 00 00 OO OO0 00 00 OO0 00 00 OO0 OO OO0 OO0 00 60 00 00 OO OO OO 00 OO0 QO OO OO 00 00 OO0 OO0 Q00 00
6l 00 00 00 00 OO OO0 OO0 00 OO0 00 OO0 OO0 OO OO OO 0O 14 53 00 00 00 OO OO 00 FF 07 80 &9 FF FF FF FF FF FF
&0 00 00 00 00 00 00 00 00 00 00 00 OO OO 00 00 00 se 00 00 00O OO OO 00 OO0 OO OO 00 OO OO 00 00 00 00
14 59 00 00 00 00 0O OO0 FF 07 80 &3 FF FF FF FF FF FF 57 00 00 OO OO OO 00 OO0 QO OO0 OO OO0 00 0O OO0 QO 00
58 00 00 00 00 OO OO0 00 00 OO0 00 00 OO0 QO OO0 OO0 00 58 00 00 OO OO OO 00 OO0 OO OO OO 00 00 OO0 OO0 00 00
57 00 00 00 00 OO0 00 00 00 00 00 00 00O OO0 00 0O 00 13 55 00 00 0O OO 00 00 FF 07 80 &9 FF FF FF FF FF FF
56 Q0 00 00 OO OO OO OO0 00 OO0 00 OO OO0 OO0 OO0 OO0 00 54 00 00 00 OO0 OO0 00 OO0 QO OO 00 00 00 0O OO0 QO 00
13 25 00 00 00 00 00 00 FF 07 80 &3 FF FF FF FF FF FF 53 00 00 00O OO0 OO0 00 OO0 QO OO OO OO0 00 0O OO0 QO 00
ca T I o T B T I T AN A0 00 00 nn N0 0N 00 T I T W T B T =% A0 00 00 o0 A0 a0 00 o0 N0 00 00 o0 FaTa B Ta N ala W aTa]

Autoscroll

Mbeomans] 8 | am
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;@ CoM4 [(® come
i 1
133 00 00 00 00 00 00 00 OO0 00 00 00 00 00U 00 00 00 13
12 00 00 00 OO0 OO0 OO QO OO OO0 OO0 00 OO OO0 00 00 00 iz
2 1% 0D 00 00 OD 0O 0D FF O7 80 €3 FF FF FF FF FF FF 2 11
10 00 00 OO OO OO OO OO0 OO ©O OO0 OO OO OO0 00 OO0 00 10
9 9
8 8
X 3 i F
[ [
5 5
4 4
] 3 o 3
2 2
i 1
0 0
[@] Autoscroll I'I\la line ending v] [% [7] Autoscroll [Nn line ending v_] [é_l
7DFF0110 93 080400 01960470353DDA1D | B19D533C 43 080400 016F016D4568F81D

r
[ *new 2 - Notepad++

File Edit 5earch View Encoding

Macro Run  Plugins  Window 7

cHHB Bl ekl
Elnew 11 Blnew 2 3 | iFACS22 600 L]

Language Settings Tools

l 1 Clone Card default UID
2 B19D533C
3 Sector 0 Blk 0 All Bytes
4 B1SD533C 43 080400
5
B
1 7 Standard Card Default UID
8 T7DFFD110
9 Sector 0 Blk 0 All Bytes
10 7DFF0110 983 080400
I
I 12

016F016D4568FE1D

01960470353DDALID

Ln:12 Col:1 Sel:0]0 Windows (CRLF)

UTF-8 INS
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6. Navigate to the MFR522.cpp file in the Arduino IDE default Library
(C:\Users\user\Documents\libraries\rfid-master\srcrMFR522.cpp) right click
and click on the Edit with Notepad++ options. Then the application will open

and shows the C++ Source file.

=NECE X
@uv| . ¢ Libraries » Documents » libraries » rfid-master » src - | ¢f| Search src 2 |
Organize « MJ Open = Share with « E-mail Burn MNew folder S S| '.’E'
- .
1t Favorites — Documents library Anangely T
Bl Desktop src
.
B Dovinlogds Name Date modified Type Size
2] Recent Places
1 2018 (User-po) [k deprecated 1/4/20194:15PM  C Header File 1KB
[ - ek ;
| MFRC522 1/8/2019 4:03 PM CPP File T5KB|
b ik MFRC522 | Open C Header File 25KB
=) =
:'—:l Docanients 3 = MFRC522E Edit CPP File 35 KB
; Music [ MFRCS22 | Share files via SHAREt C Header File 5KB
[ Pictures |& require_cp! g Edit with Notepad++ C Header File 1KB
B Videos @ Scan forviruses

7. Scroll to the line 1884 and try to search for this line “ byte
block0_buffer[] = {0x01, 0x02, 0x03, 0x04, 0x04, 0x08, 0x04, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00}; ” or refer to picture below.

L_‘j{ Ch\Users\Synacorp\Documentsilibraries\rfid-master\src\MFRC322.cpp - Notepad ++ = | =

File Edit Search View Encoding Language Settings Tools Macro Run  Plugins Window 7
cHHB 2 LBI4LD2C R = BR%1([EIFAL L BED BB &
B new 1 )l BErnew 2 £ = MFRC522.cpp B3 1

/
T * Resets entire sector 0 to zeroes, 30 the card can be read again by readers.
*

1 Elbool MFRCS522: :MIFARE UnbrickUidSector(bool logErrors) {
MIFRRE OpenUidBackdoor(logErrors):

byte ‘blockl buaffexr[] = {SxC2;; 0x98; OxDE ;- 0x20,5 0xh3 i 0x08 5 0x04 5 Ox b Dxed o 0x63 Ox 64 Oxe5; DxE66; XET ; X568 x68%):

S/ Write mndified block 0 back to card
MFRC522::5tatusCode status = MIFARE Write((byte)?, block0_buffer, (byte)}lid);
= if (status != STATUS CK) {
S if (logErrors) {
Serial.print(F("MIFARE Write() failed: ")) :
Serial.println(GetStatusCodeName (status)) ;
r }

retorn false:

r }
return true: |
,, m
i - :
C++ source file length : 76,102 lines:1,934 Ln:1884 Col:1 Sel:122]1 Unix (LF) UTF-8 INS
byte blockO buffer|] = {0xC9; 0x38, 0xDl; 0x20, OxA3; Ox08; O0x04; O0x00; Ox62,; O0x63; O0x64, O0x65; O0x66; Ox67, Ox&8, Ox63}:

For purchase & enquiries, please contact sales@synacorp.com.my or call 04-5021726



mailto:sales@synacorp.com.my

SYNACORP TRADING & SERVICES

i ¥
\ | Me.9, 1st Floor, Lerong 1/552, Bandar Tasek Mutara, 14120 Simpang Ampat, 5.Pral (5), Penang
{7 OR[} Tel : +604.502.1726 Hunting Line : 012.403.3474 Fax : +604.502.1726

Your St rategic Solutions Provider (Website) bitp.//wwow.synacorp. my (Email) sales@synacorp.com.my

8. Replace the highlighted digit with Standard RFID card reading values
to change the Clone card Sector 0 Block 0 based on example table and picture

below. Click on Save button after changing digit completed.

{0x01, 0x02, 0x03, 0x04, 0x04, 0x08, 0x04, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00}

{Ox7D, OxFF, 0x01, 0x10, 0x93, 0x08, 0x04, 0x00, 0x01, 0x96, 0x04, 0x70,
0x35, 0x3D, 0xDA, 0x1D}

[ *C:\Users\Synacorp\Doc ibraries\rfid Asr\MFRC522.cpp - Notepad++ ARl X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7 X

cHHBELE 4 BD et 23 BEISITEREHS ©| B E LN @&
1| B Evrcnae B |

=/
* Resets entire sector 0 to zeroes, so the card can be read again by readers.
4

Ebool MFRCS522::MIFARE UnbrickUidSector (bool logErrors) {
MIFARE OpenUidBackdoor (logErrors) ;

byte block0_buffer[] — {Ox7D, OxFF, Ox0l, 0x10, 0x93, Ox08, 0x04, Ox00, Ox01, Ox96, Ox04, 0x70, Ox35, Ox3D, OxDA, OxlD};
// Write modified block 0 back to card
MFRCS22::StatusCode status = MIFARE Write ((byte)0, block0 buffer, (byte)l16);

if (status != STATUS_OE) {
if (logErrors) {
Serial.print (F("MIFARE Write() failed: "));

Serial.println(GetStatusCodsNams (status)) ;
}

return false; E

i

o« I I v

C++ source file length: 76,102 lines:1,934 Ln:1,883 Col:5 5el:0]0 Unix (LF) UTF-8 INS

9. Navigate and open the FixBrickedUID.ino file in the Arduino IDE
default Library (C:\Users\user\Documents\iibraries\rfid-master\examples\FixBrickedUID).

Connect the Arduino to the PC click on Verify and then Upload.

= | B S
@uv| . < libraries » rfid-master » examples » FixBrickedUID - |&,.| Search FixBrickedUID o
Organize « Share with + Burn MNew folder = » i @l
- -
/7 Favorites — Documents library Mgy Folde ¥
B Deskiop FixBrickedUID :
& Downloads MName Date modified Type Size
= Recent Places :
@ FixBrickedUID 1/4/2019 4:15 PM Arduino file KB

o i 2018 (User-pc)

. Libraries

m

= Documents
.J‘r Music
|=| Pictures

B videos

#& Homegroup

. Computer L8l
&, Local Disk (C)
=a Local Disk (Dx)

€l Network
| 1 item
|
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9 FixBrickedUID | Arduino 1.8.5 = | B e

File Edit Sketch Tools Help

FixBrickedlID

10. After complete uploading the program to the Arduino, open the Serial
Monitor tab (by holding Ctrl + Shift + M) and put the Clone RW RFID 1k card
on the RC522 Card Reader Module to rewrite the Serial O Block 0 data based
on values that has been changed in Step 8.

F
com4 [ESREEE =
| =2
Warning: this example clears your mifare UID, use with care! =
-
[¥] Autoscroll ;hToiine en&ng v\ f9600 baud v: Clear output
3 iR
1@ coma o]
A |[Warning: this example clears your mifare UID, use with care! |2
Cleared sector 0, =set UID to 1234. Card should be responsive again now.
1
=
7] Autoscrol (Nolineending | (9500baud | :
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11. Done! Repeat Step 4 & 5 to check the new data of Sector 0 block 0
on the Clone RFID 1k Card. The data should be same as the Standard RFID

1k Card.

Standard Card Reading

Clone Card Reading

V@ COM4

Scan PICC to see UID, SAK,

Firmware Version: 0x30 = v0.0

type, and data blocks...

Autoscroll

Molneendng v | [9600baud  ~ | [ Clearoutput
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r
@ com4

£ com4

Firmware Version: 0x9%2 = v2.0

Scan PICC to see UID, S5AK, type, and data blocks...

Card UID: 7D FF 01 10

Card SRK: 08

PICC type: MIFARE 1KB

Sector Block B L 2w F 4. 5 8 T & 941011 12:13-14 15

15 a3 00 00 00 00 00 00 FF 07 80 63 FF FF FF FF FF
62 00 00 00 OO0 OO OO0 00 00 OO0 00 OO OO0 OO OO OO0
al 00 00 00 OO0 OO OO OO0 00 OO0 00 OO OO OO OO OO
&0 00 00 00 OO OO OO OO0 00 OO0 00 OO OO0 OO OO0 OO0

14 59 00 00 00 00 OO0 00 FF 07 80 6% FF FF FF FF FF
58 00 00 00 00 0O OO0 00 00 00 00 OO0 00 0O 00 0O
i 00 00 00 OO OO OO OO0 00 OO0 00 OO OO OO OO OO
56 Q0 00 00 OO OO OO OO OO OO0 00 OO OO OO OOD OO0

Firmware Version: 0x92 = v2.0
Scan PICC to see UID, 52K, type, and data blocks...
Card UID: 7D FF 01 10
Card SAK: 08
PICC type: MIFARE 1KB
Sector Block LLERE: - T - T 8 0510521 (12033014515
a5 63 00 00 00 00 00 00 FF 07 80 &9 FF FF FF FF FF FF
62 00 00 O0 00 OO 00 00 OO OO 00 00 00 OO OO0 0O OO
a6l 00 00 OO0 00 OO0 OO0 OO0 OO OO0 00 00 00 OO0 00 00 00
a0 00 00 OO0 00 OO 00 Q0O OO ©O 00 00 00 OO 00 00 00
14 59 00 00 00 00 00 00 FF 07 80 &9 FF FF FF FF FF FF
o8 00 00 O0 00 OO 00 00 OO0 OO0 00 00 00 OO OO0 00 OO0
a7 00 00 OO0 00 OO0 OO0 OO0 OO OO0 00 00 00 OO0 00 00 00
56 00 00 OO0 00 OO 00 Q0O OO ©O 00 00 00O OO 00 00 00

13 =31 00 00 00 00 OO0 00 FF 07 &0 €9 FF FF FF FF FF 13 55 00 00 O0 00 OO 00 FF O7 80 €9 FF FF FF FF FF FF
ca AMAA AR AN AR AA AR AR AA AA AA AAAf_ Ao a0 c4 A oAn AN AR AR AN AN AR AA AR AA AR AR AR AA AA
Autoscroll [Nu line ending =) Autoscrol iNﬂ line ending '] [a
.
- r
£ CoM4 9 COM4
i 1
3 U0 00 00 00 U0 00 U0 U0 00 00 00 00 00 00 00 0O 13 00 00 00 OO0 OO0 OC 00 OO0 ©O0 OO0 OO OO0 OO 00 00 00
12 00 00 00 00O 00 00 OO0 OO 00 00 00 00 00 00 00 00 12 00 00 00 OO0 0O OO 00 OO OO OO OO OO OO 0O 00 OO
2 11 00 00 00 OO OO DO FF OT 80 &3 FF FF FF FF FF EF 2 11 00 00 00 OO0 OO0 00 FF 07 80 639 FF FF FF FF FF FF
10 00 00 00 0O ©O OO OO OO0 O©OOC OO OO0 OO OO0 00 0O 0O 10 00 00 00 OO0 OO0 OO 00 OO0 ©O OO0 OO OO OO 00 00 00
k] 00 00 00 OO 0O OO OO OO0 OO OO 0O OO OO0 00 QO QO 3 00 00 00 OO0 OO0 OO 00 OO0 OO0 OO0 OO OO0 OO 00 00 OO0
8 00 00 00 00O 0O 0O OO0 OO0 OO0 00 00 QO OO0 00 QO Q0 8 00 00 00 OO0 0O OO0 OO0 OO OO OO OO OO OO 0O 00 0O
1 7 00 00 00 OO OO 00 FF OT 80 &9 FF FF FF FF FF FF 1 g 00 00 00 OO0 ©OO0 00 FF 07 80 69 FF FF FF FF FF FF
[ 00 00 00 00O ©O OO OO OO0 O©OOC OO OO0 OO OO0 00 0O OO0 8 00 00 00 OO0 00 00 00 00 0O OO0 00 00 0O 00 00 00
5 00 00 00 OO 0O OO OO OO0 OO OO OO0 OO OO0 00 Q0 QO 5 00 00 00 OO0 OO0 OOQ 00 OO0 OO0 OO0 OO OO0 OO 00 00 0O
4 00 00 00 00O 0O 0O OO0 OO0 OO 00 00 QO OO0 00 QO 0O 4 00 00 00 00 0O OO 00 OO0 OO OO OO OO OO 00 00 0O
Q 3 00 00 00 OO OO DO EF OT 80 &3 FF FF FF FF EF EF 1] 3 00 00 00 OO0 OO0 0D FF 07 80 69 FF FF FF FF FF FF
2 00 00 00 00 0O OO OO0 OO ©O0 00 00 00 00 00 2 00 00 00 OO0 00 00 00 OO OO0 00 00 00 0O 00 00 00
i 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 1 00 00 00 OO0 OO0 OO 00 OO0 OO0 00 00 OO0 OO0 00 00 0O
1] 7D FF 01 10 93 08 04 00 01 96 04 70 D& 1D| 0
El;lalinemdjng v: EQE mohneending - 'l-9|

7DFF0110 93 080400 01960470353DDA1D

7DFF0110 93 080400 01960470353DDA1D
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